2/4/24, 9:58 PM Re: Samsung SSD 970 EVO Plus drive encryption won't change from Ready to Enable - Samsung Community

SAMSUNG Signin/Register 2 Q

Samsung Community / Products / ) Computers &IT
/ Re: Samsung SSD 970 EVO Plus drive encryption won't change from Ready to Enable

Original topic:
Samsung SSD 970 EVO Plus drive
encryption won't change from Ready Topic Options :

to Enable

(Topic created on: 22-06-2021 04:55 AM) © 18556 Views

Labels:[ Memory & Storage ]

@ QuitchApprentice OPTIONS

—

18-10-2019 09:00 AM - last edited 18-10-2019 09:01 AM

| am setting up a brand new machine with the above drive and have installed a discrete TPM 2.0 header on the
motherboard to allow me to use hardware encryption with BitLocker. Windows 10 Pro x64 1903 is in use.

| installed Windows and Samsung Magician 6.0 and switched on drive encryption within the Encrypted Drive part of
the tool. It shows "Ready to Enable" as a status. | create the Secure Erase tool, but the tool cannot find the drive.
Going back into Windows | updated the drive's firmware to 2B2QEXM?7. | reboot and run Secure Erase. The drive is
successfully detected and the tool reports that it completed successfully. On rebooting the computer cannot detect
bootable media, indicating success.

| disable Legacy USB and CSM support in UEFI, then boot my Windows 10 USB installer. The drive is showing as
empty, no partitions. | create a single disk partition (with Windows creating its standard recovery partitions) and
finish the install.

After booting into Windows | install Samsung Magician, but Encrypted Drive is still reporting the drive as "Ready to
Enable" ratherthan "Enabled". | try repeating the Secure Erase and installing Windows process, but the status is still
"Ready to Enable".
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I've done this previously (on a different computer) with a Samsung SS 840 EVO, but did not encounter this problem.
At this point | am not sure what more | can do. It would seem that Secure Erase is not flipping whatever switch it is
supposed to, but it's not reporting any errors and is erasing the drive. The Windows 10 install is on a completely fresh
drive.

(O | bitlocker) CO ‘ encrypted drive) (0 | Encryption) (O | ready to enable) (O | secure erase)

@ 2 Likes

13 REPLIES ¢ Previous 1 2 Next »

@ JohnMcGerkStudent OPTIONS :

01-11-2019 05:13 AM in

| have this problem too. | bought SSD M.2 Samsung 970 EVO Plus and | can't enable hardware encryption. Status of
my SSD is "ready to enable". Also | Have 970 PRO and on the same PC is hardware encrypted and work correctly as
bootable disk. | asked ASRock (motherboard factory) about this problem. But they tell me about good work of
hardware encryption of 970 Evo Plus ( they send me screenshot with the same PC: same motherboard, same BIOS,
same CPU). But | see one thing. ASRock use 970 Evo plus with firmware 1B2QEXM7 and older Samsung Magician, but
| use firmware 2B2QEXM7 and new Samsung Magician 6.0. | think problem with firmware 2B2QEXM7 and Samsung
must to update firmware of 970 EVO Plus. What do you think about it, Samsung?

ol

@ QuitchApprentice OPTIONS :
Ls In response to JohnMcGerk 01-11-2019 08:23 AM - last edited 01-11-2019 08:24 AM

Under the old firmware, | couldn't get Secure Erase to see the drive.

| contacted Samsung support regarding this issue, but got no where. They are blaming the motherboard (an ASUS
PRIME X570-P) and suggesting that it may not support hardware encryption for an NVME device, but ASUS say that it
does. Samsung also pointed me at Microsoft, though I'm not sure what it is to do with them in this instance.

So basically I'm stuck in software encryption at the moment as everyone says it's not them.
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@ JohnMcGerkStudent OPTIONS :

L> In response to Quitch 01-11-201912:28 PM in

You are lucky. I bought SSD with new firmware and | can't dawngrade this firmware. | wrote to Samsung, but they are
silent. Very awful support of Samsung.

Canyou test speed of SSD with software encryption in crystaldiskmark? | want to check speed with software
encryption and without encryption.

™
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L> In response to JohnMcGerk 01-11-2019 03:19 PM in

I'm afraid | don't have that kind of access to the drive. | did it for family.

r \: :
i‘ﬁt TessMMastermind OPTIONS :
o
Ls In response to JohnMcGerk 01-11-2019 03:33 PM in

Hey @JohnMcGerk and @Quitch,

| suggest contacting our Memory Team to have a look at this with your and provide you with the steps to do this. You
can drop them an email at: samsungmemory@hanaro.eu.
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Ls In response to TessM 04-11-2019 08:41 AM in

I'll drop them a line, but steps to do this isn't a problem, I've done it before on my 840 Evo. Multiple times in fact.
Still, let's see if they have a fresh perspective.

4." "*.‘ :
§ B slopdOwnFirst Poster OPTIONS :
S
Ls In response to Quitch 11-04-2021 06:11 PM - last edited 11-04-2021 06:12 PM

| can clarify a few things here.

First you don't need a motherboard that supports Bitlocker eDrive to change the SSD state from "ready to enable" to
"enabled".

| have a Asus Prime X570-PRO motherboard and faced the exact same issue. The motherboard supports hardware
encryption, but when it comes to enabling it in the samsung SSD, | am not sure what is happening. | had to put the
SSD on another computer (a HP 820 G3 - that does not support bitlocker hardware encryption - and after doing a
secure erase on that laptop the Encrypted Drive status switched to Enabled.

Changed the drive back to my Asus motherboard, and was able to install windows and enable Hardware Encryption
using bitlocker. Had to set the Group policy to require hardware encryption and enable the fTPM.

But there is a problem changing the Encrypted drive status to enabled. And the drive doesn't require a motherboard
that supports bitlocker eDrive to do it.

| performed a PSID revert, and tried to enable the Encrypted Drive on the Asus motherboard again, but it won't do it.
| can only do it on my HP 820 G3 that doesn't even support that feature.

BTW is not just Asus, | have the exact same problem on a HP 830 G5 that does support Bitlocker eDrive, but after
doing a secure erase it won't change from Ready to Enable to Enabled.

| don't know if it's a Samsung problem, but it happens on completely different motherboards.

My SSD is a 970 Evo Plus btw

Q denis795Apprentice OPTIONS :

=

22-06-2021 04:55 AM in

| was dealing with same issue for last two weeks, afterinserting brand new 970 EVO Plus into my machine (FW
Version 2B2QEXM7). | also do have 3 more SATA SSD in my machine - Samsung EVO 850, EVO860 & Crucial MX500 -
all 3 are with enabled Hardware Encryption. But 970 EVO Plus had stuck on "Ready To Enable" in Samsung Magician,
and as a result BitLocker was unable to utilize Hardware Encryption on this drive (.
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My MB is Gigabyte H370 AORUS GAMING 3 WIFI (latest F14e BIOS). | do have discrete TPM inserted into MB header
and I'm using it. But | guess discrete TPM is not really a must have for enabling HW encryption - most likely PTT
(think of it like UEFI software TPM) would also work.

My findings:

It seems what these newer Samsung SSDs are respecting "Block SID" setting in MB UEFI. While it is ENABLED - You
can not manipulate Security Features of SSD, hence You can not set "Encrypted Drive" to ENABLED. And without that
- BitLockerwill not see Your SSD as being "Hardware-Encryption capable". Here some screenshots proving that:

Encrypted Drive

Encrypts storage device with BitLocker
Note: Encrypted Drive is provided in the BitLocker @ over Windows ® 8 and Windows Server @& 2012

Select a Drive Samsung 55D 970 EVO Plus 500GB

Encrypted Drive |

The drive |s set to "Ready to enable” for Encrypted Drive

Once enabled, it cannot be switched to a different data security mode.

If Encrypted Drive is not used, it Is recommended to set the drive to Disabled status

To enable Encrypted Drive, proceed the Secure Erase followed by a clean install of an operating sy

with Encrypted Drive support. Encrypted Drive will be automatically enabled
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Level Date and Time

Ab Warning 2021-06-20 20:18:02

Source

Bitl ocker-API

4] Event Properties - Event 798, BitLocker-AP|

General Details

BitLocker failed to initialize hardware encryption for velurne G,
Drrive is not provisioned for use with BitLocker hardware encryption:
Hardware-based encryption is not activated on this drive,

Log Name: Microsoft-Windows-BitLocker-APl/Management

Source: BitLocker-API Logged: 2021-06-20 20:18:02
Event ID: 793 Task Category: Mone

Level: Warning Keywords:

Usern HIWKSDZ\Admin Computer: H1WKS02

OpCode: Info

Maore Information: Event Log Online Help

Close

rred de

does not support

he -on swit

need to call

My Solution:

encryption,

To enable "Encrypted Drive", | had to temporary disable "Block SID". Now, on some MB this can be done in UEFI
(BIOS). But my MB does not has this option. However, | was able to disable "Block SID" with those commands in
Windows 10 powershell:

$tom = gwmi -n root\cimv2\security\microsofttpm win32_tpm
$tom.SetPhysicalPresenceRequest(97)

After running these commands as Admin and REBOOT | was presented with such screen:
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American
Megatrends

Version 2.20.1271. Copyright (C) 2020 American Megatrends, Inc.
BIDS Date: 09/16/2020 15:54:56 Ver: 1AUOK145
Press <DEL> to enter setup.

A configuration change was requested to Disable issuing a Block SID
Authentication command on subsequent boots

Press F10 to to accept this reguest

Press ESC to reject this request and continue

Hit F10 - and that it. "Block SID" is now disabled, and | can manage 970 EVO Plus in usual way:
1. In Magician switch "Encrypted Drive" from "Disabled" to "Ready to Enable"

2.In Magician create bootable USB with "Secure Erase"

3. Reboot to UEFI (bios), disable Secure Boot, enable CSM (otherwise "Secure Erase" won't boot)
4. Boot to "Secure Erase" and erase 970 EVO Plus

5. Reboot to UEFI (bios), enable Secure Boot, disable CSM

6. Boot to windows (at this point Magician will still show "Ready to Enable")

7. Initialize 970 EVO Plus in "Disk Management". NOW Magician should show "Enabled".

8. Enjoy "Encrypted Drive" and HW Encryption:
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Encrypted Drive

BitLocker.
rided in the BitLocker & over Windov

Select a Drive

Encrypted Drive |

The drive is set to "Enabled” for Encrypted Drive.
led directly or reverted to "Ready to enable” status by the user g
Please contact the supplier of the subject operation system (Microsoft) or customer support for details,

Encrypted Drive

1
| — = Administrator: CAWINDOWS\systern3Zvcmad. eve = s} X T
= Disk 0 —————— "

(P =e

General  Policies  Vohoes | Duver | Detals - Events

Disk: Information

sk Deskc 5

Tyoe Bass

Status Cindine

Partition style: GUID Pariion Tabbs (GPT)

Capacay ATEH24 MB

Unalszated spane 1MB

Reserved space OME

Vigksmes
Vighsme Capacty
=i N Vihame 13) 476923 ME
OK Cancel

= Disk 5 -}
Basic Mew Volume (0:)
465,75 G8 463,75 GB NTFS (BitLocker Encrypted)
Onlne Healthy (Primary Partition)

9. Enable back "Block SID" with

$tom = gwmi -n root\cimv2\security\microsofttpm win32_tpm
$tom.SetPhysicalPresenceRequest(96)

+REBOQOT

+F10 confirmation

***You might wonder what those SetPhysicalPresenceRequest() commands are actually doing. It is described in this
document : https://www.trustedcomputinggroup.org/wp-content/uploads/Physical-Presence-Interface 1-30 0O-
52.pdf. Operations 96 & 97 which | was using are on page 51.
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970 EVO Plus - NO ENCRYPTION:

File Edit View Toocls

4 AS55D Benchmark 2.0.7316.34247

Language

Help

| X: Samsung SSD 970 EVO Pus 500GB. | |[1GB | |

Samsung 35S0 970

2B20
secnvme - OK
16384 K-0K
465,76 GB

Read:

Seq

M 4K

M 4K-64Thrd

&~ Acc.time

Write:

Score:

970 EVO Plus - SOFTWARE ENCRYPTION. This should depend on CPU. Mine is i7-8700 (non-K)
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@ 45 55D Benchmark 2.0.7

731634247

File Edit View Tools

Language

Help

P

| X: Samsung SSD 970 EVO Plus 50068 ~| [1GB  ~| |

Samsung 35D 970

2B20
secnvme - OK
16384 K- OK
465 76.GB

Read:

Seq

M 4K

4K-64Thrd

i Acc.time

Write:

Score:

| Start | Hooh
970 EVO Plus - HARDWARE ENCRYPTION:
& A5 SSD Benchmark 2.0.7316.34247 — x
File Edit View Tools Language Help
|0: Samsung SSD 970 EVO Pius 500GB. ~| [1GB v/ |
Samsung SSD 970 Read: Write:
2B2aQ
secnvme - OF
16384 K- 0K
465,76 GB
asen | s 278548 M8l
s L414OMBis. S811MBis.
4K-64Thrd |
Score: (SN iGN

Start

Abior
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DragonWolf5589Pathfinder OPTIONS :

@

Ls In response to denis795 31-07-2021 08:48 PM - last edited 31-07-2021 08:49 PM

@denis795 tried this but doesnt work for me, afteri do the code in powershell and reboot it says "next boot only"
and no matter what its ALWAYS stuck at "ready to enable" any advice?

Main device: Galaxy 1TB S22 ultra
Other Devices: Galaxy watch 4
Old devices | miss: s20+
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