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| am setting up a brand new machine with the above drive and have installed a discrete TPM 2.0 header on the
motherboard to allow me to use hardware encryption with BitLocker. Windows 10 Pro x64 1903 is in use.

| installed Windows and Samsung Magician 6.0 and switched on drive encryption within the Encrypted Drive part of
the tool. It shows "Ready to Enable" as a status. | create the Secure Erase tool, but the tool cannot find the drive.
Going back into Windows | updated the drive's firmware to 2B2QEXM?7. | reboot and run Secure Erase. The drive is
successfully detected and the tool reports that it completed successfully. On rebooting the computer cannot detect
bootable media, indicating success.

| disable Legacy USB and CSM support in UEFI, then boot my Windows 10 USB installer. The drive is showing as
empty, no partitions. | create a single disk partition (with Windows creating its standard recovery partitions) and
finish the install.

After booting into Windows | install Samsung Magician, but Encrypted Drive is still reporting the drive as "Ready to
Enable" ratherthan "Enabled". | try repeating the Secure Erase and installing Windows process, but the status is still
"Ready to Enable".
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I've done this previously (on a different computer) with a Samsung SS 840 EVO, but did not encounter this problem.
At this point | am not sure what more | can do. It would seem that Secure Erase is not flipping whatever switch it is
supposed to, but it's not reporting any errors and is erasing the drive. The Windows 10 install is on a completely fresh
drive.

(O | bitlocker) (O ‘ encrypted drive) (0 | Encryption) (O | ready to enable) (O | secure erase)
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After countless hours of testing and trying | will post the steps | took for a specific configuration, maybe it will help
others.

Motherboard: ROG STRIX Z690-1 GAMING WIFI Bios version: 1601
SSD: Samsung 980 Pro NVME Firmware version: 5B2QGXA7

Because the USB stick created with Magician (version 7.1.1) doesn't boot | have performed a Secure Erase using the
motherboard BIOS Option (Tools -> Asus Secure Erase).
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77 UEFI BIOS Utility — Advanced Mode
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My Favorites Main  Ai Tweaker Advanced Monitor Boot Tool

> ASUS EZ Flash 3 Utility

BIOS Image Rollback Support

Publish HII Resources Disabled

> ASUS Secure Erase

Flexkey

Setup Animator

> ASUS User Profile

> ASUS SPD Information
> MemTest86

> ASUS Armoury Crate

> MyASUS

@ ASUS Secure Erase

NOTE (as | have documented): Secure Erasing put the drive in factory state and generate a new DEK (encryption key)
used to encrypt data on the drive. So, if you don't intend to generate a new key (and especially in the case of new

drives) | don't think it is absolutely necessary to do a Secure Erase of the drive. (maybe someone with a new drive can
confirm this).

To Enable "Encrypted Drive", | had to temporary disable "Block SID". On my board it can be disabled only "forone
boot" (meaning that after reboot the setting will toggle again to enabled), but it was enough.

Also note that on my BIOS the Option name is "Disable Block Sid" which means that in order to deactivate it, it must
be set to the Enable state.
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¢~ UEFI BIOS Utility — Advanced Mode " - .
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Sunday
My Favorites Main  Ai Tweaker Advan ced Monitor Boot Tool  Exit

Security Device Support

Active PCR banks
Available PCR banks

SHA-1 PC 1 Disabled
SHA256 PCR Bank Enabled

Pending operation

Platform Hierarchy Enabled

Storage Hierarchy Enabled

Endorsement Hierarchy Enabled

Physical Presence Spec Version

TPM 2.0 UEFI Spec Version

Disable Block Sid Enabled

Override to aliow SID authentication in TCG Storage device

Version'2.21.1278 Copyright (C) 2022 AMI

@LG

After Disabling Block SID | was presented with this screen:
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A configuration change was reguested to Disable issull
Authent ication command on the next boot only

Press F10 to to accept this request

Press ESC to reject this request and continue

After that | have booted the Windows 11 installation media (Windows 11 bootable USB stick) and installed Windows
11.

Afterinstallation:
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issue and using the Chatbot.
DRIVE MANAGEMENT Encrypted Drive @
Drive Dashboard

@ Help
Drive Details Encrypted Drive | Enabled
The drive is set to "Enabled® for Encrypted Drive. A
It cannot be disabled directly o reverted to "Ready to enable” status. by the user using

Magician. Supported Features by Model
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Drive Dashboard
support for details.

Performance Benchmark
Diagnostic Scan

Performance Optimization
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Over Provisioning Drive Detection

Update
MANAGEMENT

) Chatbet
Please ask me any questions
related with Samsung Magican

Afirmware update is avallable.

B Doet oy Stay up todate
with the latest

| Settings Infarmation
4 update @ |

Now you can use BitLocker to hardware encrypt your system volume, BUT BE AWARE that by default BitLocker uses
software encryption.

So, in order to hardware encrypt your volume you need to use the BitLocker command-Lline tool (manage-bde) :
manage-bde —on C: -fet Hardware
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After computer restart:
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If you want that BitLocker use by default hardware SED encryption then you need to use BitLocker group p

settings.

For example, for hardware encryption of the Operating System Drives (my case) you need to Enable "Computer
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Y.

Configuration\Administrative Templates\Windows Components\BitLocker Drive Encryption\Operating System
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Ls In response to PaulNecsoiu 12-03-2023 08:43 AM in

Samsung Secure Erase CERTAINLY DOES BOOT, but not in UEFI mode. You need to go to the BIOS Boot screen and
enable CSM (Compatibility Support Module). In the Secure Boot screen, you need to specify "Other OS" (not
"Windows UEFI Mode"). After running Secure Erase, you'll need to change these settings back in order to boot
Windows.

Mizu23xFirst Poster OPTIONS

Ls In response to denis795 14-08-202311:37 PMin

Greetings!
| tried to follow your tutorial, but now i am stuck in powershell(as administrator)..

)} 2016 Microsoft Corporation. All rights reserved.
stem32> §PSVersionTable
Value

5 14409,.1005
Desktop

1.0, 2.0, 3.0, 4.0...}
10.0.14409. 1005
4.0.30319.42000

.0

&

|SerializationVe

. 3
|PSRemot1ngPre 2.3
5 1.31.0.1

jF‘S = gwml -n rooticimy 1 icrosofttpm win32_tpm
| = §tpm.SetPhysicalPresence 3
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I have no idea how to use PowerShell and i don't have the option to disable "block sid" in my Uefi Bios on MB 2170
Pro gaming. | think this problem appear because i have windows 7 with an older PowerShell version (5.1), butiam
not sure about that.

| want to use Bitlocker with hardware encryption on ssd m2 970 evo plus 1tb and | will install windows 10 pro on that
970 evo plus

Here is some system information:

0S Name Microsoft Windows 7 Ultimate x64

Version 6.1.7601 Service Pack 1 Build 7601

BIOS Version/Date American Megatrends Inc. 3805,16.05.2018

Motherboard Z170 Pro gaming (with last bios update and last Intel ME update)

My problems..
1.How to disable "block sid"?

2.l heard that i need to disable "Legacy mode" - The computer must always boot natively from UEFI. If i disable (CSM)
that mean the computerwill run only on UEFI? CSM = legacy mode? i am not sure.

3.Iwant to use only a password for bitlocker, i mean i don't want the ssd to work only on my motherboard(i want to
put itin other pc's). I think that mean i don't have to use tpm? is that possible? Thanks!

‘,) denis795Apprentice OPTIONS :

L In response to Mizu23x 21-08-2023 08:33 PM in
Hi,

Powershell version must be OK. Othervise i would expect error to be something like "does not contain a
method SetPhysicalPresenceRequest” or "Class not exist". Maybe try to clear TPM from a bios and try again. If same
error - then most likely Your MB/UEFI refuses to config this stuff via powershell.

Reg. legacy mode/CSM/UEFI -- from my experience at the end You need CSM=disabled / Legacy mode=disabled. Not
sure though if You won't run into issues with this because of Windows 7. Not what i didn't like Windows 7, i did a lot
beleive me. But it is like few years EOL, so good oportunity to update. Maybe it even would let You succeed with
$tpm.SetPhysicalPresenceRequest(97) ..

Yes, You can do bitlocker without TPM, with password input on boot. You need to change option via gpedit.msc.
Google - "GPO Bitlockerwithout TPM" - forinstructions. Although, even if You go with TPM You will also receive
long recovery string upon enabling. You can use that string to unlock drive on another pc. Oron the same pcif it's
TPM get's cleared or breaks, or You make some big changes to hardware in Your PC. Just be cautious that it will not
always work with Hardware Encryption, because that "other pc” might not be compatible with it. For example, if i pull
out one of SATA3 Hardware Encrypted disks and try to connect it to other PC (or even to the same) via SATA-to-USB
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adapter - it won't ever work. Cause HW encryption requires SATA with AHCI mode, native MS drivers etc, etc. So in
scenarious where You need to frequently move bitlocker-encrypted drive around PCs without much headache i
would suggest using software encryption.
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